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1
Decision/action requested

 It is requested to approve the proposed evaluation to solution #3 into TR 33.819.
2
References
[1]
3GPP TR 33.819: “Study on security for 5GS enhanced support of Vertical and LAN Services”.

3
Rationale

This contribution proposes evaluation to Solution #3 (“Security solution for mitigation of (D)DoS attack in Non-standalone Non-public networks”), on how it addresses the potential security requirement in Key Issue #6.1 (“(D)DoS attack in Non-standalone Non-Public Networks”)

It is requested to SA3, to approve the below proposal for the TR 33.819 [1].

4
Detailed proposal

START OF CHANGE
6.3.3
Evaluation


Key Issue #6.1 in this document is about (D)DoS attack on Public network integrated NPNs, resulting from large number of Registration requests from UEs which are not allowed to access a CAG cell. The solution addresses the key issue by minimizing the overhead on the network during the Registration procedure, avoiding the (D)DoS attack proposed in Key Issue.

During Registration procedure, the network verifies whether an UE is allowed to access a CAG cell and reject the UE’s request, if the UE is not allowed to access the CAG cell. This verification is done prior to primary authentication and avoids signalling and computational overhead on the network, when an UE is not allowed to access a CAG cell.
Incase of change of allowed CAG ID, provisioning the updated CAG ID to the UE is out of scope of this solution.
The proposed solution meets the requirement of key issue #6.1.
END OF CHANGE 
